CHAPTER 13

Managenment | nformation System

13-100 General

1. A steady growmh in the use of automated data processing equi pnent
(ADPE)} and particularly small conputers has resulted in public | aws, regula-
Lions, and policies at various |evels of govermment. The policy of the Depart-
ment of Defense is to inprove productivity and m ssion performance through-the
application of end user conputing technology and to docunment the resulting
savings or productivity inmpacts. The conputer-related objectives of AFRTS are
to seek effective managenent of information resources by:

a. Clarifying managenent responsibilities.
b. Facilitating information sharing through standardization.

c. Facilitating the cost-effective conpetitive acquisition and use
of technol ogy through centralized planning, developnent, and acquisition.

2. This chapter ‘establishes policies, procedures, and responsibilities
for the managenent of information resources within the AFRTS. It applies to
all AFRTS activities using or contenplating the use of conputers or word-
processors. This chapter also describes mninmal procedures for the accounta-
bility, care, and maintenance of information hardware and software.

3. For the purpose of this Regulation, information resources are
defined as general purpose mcroconputers and word processors intended for the
creation, storage, processing, and retrieval of information to enhance the
adm nistration and operation of budget, property, maintenance, personnel, other
office functions, or broadcast functions. This chapter focuses on snal
conputers and/or word processors. That is, a conputer or word processing system
wherein the cost of the entire system does not exceed a first year cost of
$10, 000 per work station. Information resources within AFRTS are standardi zed
i n accordance with DoD data processing and procurenent policies. Because AFRTS
information resources are used to conduct a specialized DoD m ssion, special
care nmust be taken to ensure utilization, control, replacenment, and disposition

meet DoD obj ecti ves.

13-101 Responsibilities

1. The Drector, AFIS, has appointed the AFIS Resources Manager as the
Senior Information Resources Manager (IRM). The Assistant Director, AFRTS,
coordinates and inplenents policies and actions for the satisfaction of IRM
objectives within AFRTS. Responsibilities include:

a. Supporting devel opnent of an IRM system for AFRTS activities.

b. Developing policy, plans, procedures, and controls of inforna-
tion resources.
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c. Assuring AFRTS IRM policies are consistent wth public |aw and
wth policy of higher authority.

d. Designating an AFRTS IRM within the office of the Assistant
Director of AFIS for AFRTS.

e. The Director, AFIS, shall act as the approval authority for
all conputer-related acquisitions for AFRTS activities worldw de.

2.  The AFRTS IRM's responsibilities include:

a. Planning, coordinating, developing, and managi ng policy and
procedures for the AFRTS IRM program

b. Providing guidance on planning for and using information techno-
| ogy .

C  Evaluating IRMactivities, procedures, and policies.

d. Maintaining accurate inventory records of AFRTS information
resour ces.

e. Developing procedures to ensure information collections are

justified; non-duplicative; meet essential needs; and are controlled, secured,
and standardi zed.

f.  Establishing and managi ng of AFRTS procedures to ensure effec-
tive economc. acquisition and use of information.

3. The Director of each MIlitary Department Broadcasting Service, to
help provide for orderly application of information resources, shall insure
that the Director, AFIS, is kept fully infornmed regarding IRMactivities. At a
mnimm the Director, AFIS, shall be infornmed of:

a. ldentification of all information requirenents.

b. Requests for nodification of standardized AFRTS software and
measures inplemented to prevent nodifications to AFRTS information systens or
data without prior review and approval of AFIS.

c. ldentification of information activities or requests for infor-

mation that appear to be redundant or w thout sufficient value to warrant the

expenditure of fiscal, human, material, or other resources necessary to fulfil
them

d. The current inventory of information resources wthin his or her
activities or which are being used by his or her activity.

e. User-submtted applications software.
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4, Locations with conputer resources:

a. The conplexity of information handling, and the highly pilfera-
ble nature of small conputers, peripherals, and supplies make conputer re-
sources a high risk environment. The assignnent of an Information Resource
Manager and the education of users in the need for data discipline are highly
desirable at any location using word processors or conputers.

b. Information Resource Managers:

(1) Are responsible for nonitoring awareness and adherence to
establ i shed practices and policies regarding use of information equipnent.
Nornmal 'y, the IRM becones the focal point for information equipnment utilization
at a particular |ocation.

(2) Serve as primary equi pnment custodi an and poi nt of contact
for all information equipment and software at a particular |ocation. This
custodial duty does not include conputer or automation systens dedicated solely
to the physical control of devices (e.g., record and/or playback automation
systens or simlar control devices).

(3) My del egate custody of software and data control.

(4) Maintains integrity and security controls over official
data files and manages program and/or application devel opnment at the |oca-
tion. No program and/or application devel opnent shall be perforned locally
without full identification of the requirement to, and subsequent approval by,
AFIS. This requirenent does not apply to devel opnents requiring less than 4
hours to conplete.

(5) Performs audits and/or self-inspections as required, but at
| east sem -annually, to insure that only Governnent work is acconplished on
Governnent information resources, unauthorized software is not in use, and
aut hori zed software is properly maintained.

(6) Advises higher |evels when mai ntenance or mal function
problems occur. Miintains a |log of software and hardware nal functions.

_ ~(i") Isresponsible for requisition and control of expendable
supplies required for local utilization of small conputer resources. This

includes, but is not limted to, diskettes, cartridge tapes, paper, ribbons,
plotter pens, etc.

(8) Maintains current copies of required guides, instructions,
and manuals in the snmall conmputer work space.

c. Small Conputer Users:
(1) Shall submt requests for nodifications or increases in
smal | conputer resources (hardware or software) to local Information Resource

Manager for review and forwardi ng as necessary. Requests shall be forwarded
via the AFRTS chain of command for validation.
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(2) Ensure snall conputer resources are protected from damage or
unnecessary wear and tear based on dust, dirt, snoke, debris, maltreatnent, or
liquids in or around the conputer resources.

(3) Coordinate with local Information Resource Manager prior to
beginning devel opment of any program and/ or applicati on.

(4) Update software as authorized and docunent changes.

13-102 QOperations

1. Proliferation of small conputers has steadily increased during the
past several years. Managers are beginning to realize the benefits that can be
derived through their use. Proper managenent control of these systems is
required to elimnate duplication of effort anong users and naxim ze standardi -
zation. The function of information resources or conputers is to provide
i nproved support for management, operations, and mai ntenance and/or |ogistics
requi renents for AFRTS activities.

2. Ceneral Operating Provisions:

a. A copy of this Regulation and appropriate users’ guides are
required reading for all word-processors, conputer users, and supervisors.

b. AFRTS conputers and word processors shall normally be used as
st and- al one systems or connected via the AFRTS Organizational Network of
Ext ended Term nals (ONET). Interconnection with existing systens other than
ONET nust be approved by AFIS and be in accordance with the provisions of all
host unit and/or community Automated Data Processing System (ADPS) polici es.

c. AFRTS small conputer operations do not require formally trained
ADP personnel. No increases in manpower shall be authorized for managing,
operating, or programm ng small conputers in AFRTS.

d. AFRTS conputers shall not be used for processing classified data.

3. Software devel oped or nodified within AFRTS nust be docunented in an
orderly fashion as devel opnent proceeds. Docunentation should address three
areas:

a. Program Use and/or Function. Prospective users nust be able to
determ ne whether the application program neets their functional requirenents.
This determ nation should be possible by exam ning the program use and/or
function. Descriptions are prepared by the programrer and updated by individ-
ual s who nodify applications.

b. System Operation. Information nust be provided on how to | oad,
set up, and access any given program A short checklist is usually the nost
useful format. A step-by-step narrative that inforns the user how to use every
function and what data is appropriate for every field. This should be done in
the style of the ONET nanual and should use as many exanple screens as possi-
ble.
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c. Program mai ntenance and/or nodification. Prograns do not renain
static. A requirenent to change a program, even if assigned to the original

programmer, can be greatly facilitated by adequate program docunentation. In
addition to a well annotated program listing, the docunentation should include

a description of any data files used, identification of other programs using
the same data file, and all prograns involved in sequential or-nodular process-
ing steps. For conplex prograns, logic diagrans or flowcharts usually facil-
| tate understanding of the program structure and logic .

4. Smal| conputer resources shall not be acquired without the witten
approval of the Director, AFIS.

5. Training:

a. Users shall be furnished wth hardware, software, and all
docunent ati on necessary for hardware and software operation (e.g., manuals,
operating system guides, etc.). Users are expected to read manual s provided
and learn to operate small conputer resources as soon as practical. [Inplenen-
tation of new systens or software shall include special training for selected

| ndi vi dual s whenever possible. Such training shall normally be afforded to
i ndividual s identified by network and/or station commanders. Specially trained
| ndi vidual s shall be responsible for training others at their duty |ocations.

b. Self-paced correspondence or after-duty education courses are
avai lable in many areas. Users are encouraged to take advantage of such
opportunities for personal and professional grow h.

c. Users shall identify special training requirenments through
normal command channel s.

6. Progranmm ng:

a. The availability of high quality, inexpensive, comercially
devel oped software application packages is a critical element in user accept-
ance of end user conputer technology. The Department’s approach to software
| nvestment for end user conputers shall enphasize selection and use of profes-
sional quality software in the follow ng order of preference:

(1) Defense or public domain software packages that have
al ready been devel oped and val i dat ed.

(2) Commercially avail abl e software packages.
(3) Devel opment of custom software.
b. In those cases where software nmust be devel oped, established
sof tware managenent practices and standards should be followed. These stand-
ards are contained in DoD Instruction 7935.1 (reference (i)).

c. Software devel opnent shall be nmanaged to assure that:

(1) Customsoftware is devel oped only in those cases where
commercial or Defense standard systens clearly cannot neet the requirenents.
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(2) Software is as portable as possible.

(3) Software validation is conducted prior to operational use.

(4) Copyrights of purchased or |icensed software are protected.
Vendor - supplied software may only be used on the systemfor which it was
purchased. It may not be copied except as authorized by the vendor (e.g.,
back-up purposes). 1In the event of a systemfailure or replacenent, the
software normally may be transferred to the replacenent system

d.  Prior to any decision concerning producing a conputer program
for use on an AFRTS conputer, consideration should include determnation that
an application or program does not exist at present, application is not under
devel opnent el sewhere, and the proposed programis necessary to inprove conduct
of AFRTS activities. Normally, this shall be done by defining the requirenent
in a program abstract (see paragraph e. below) sent through command channel s

to AFIS prior to actual devel opnent of the application. |[|f it can be done in
| ess than 4 hours and may have application el sewhere, develop it and send it
up to higher headquarters. |f it will take longer than 4 hours, wite up the

requirement and send it to higher headquarters. Higher headquarters may then
authorize the user or local IRM individuals to develop it or may develop it
fort hem \hen considering whether the devel opment nust be coordinated with
hi gher headquarters, two factors rule:

(1) Does the application have uses at other AFRTS activities?

o (2) WII it take longer than 4 uninterrupted hours to finish
it”

e. A program extract shall acconpany all requests for software
devel opment and devel oped prograns when forwarded to hi gher headquarters.
Functional users shall prepare and subnmit a program abstract to the IRM offi-
cer. The program abstract describes the general program application required
by the functional agency. The Information Resource Manager shall forward the
request through AFRTS channels to AFIS.

f. Al software devel oped using Government equipnment or tine is the
property of the United States and not the individual progranmer. No individual
copyright nmay be claimed on such software.

g. Commercially acquired software shall be accountable by manufac-
turer’s serial nunber as a pilferable item Replacenment of software or hard-
ware that was part of AFRTS systens nust include the AFIS Director’s approval
prior to procurenment actions.

7. Privately owned small conmputer equipnment is not authorized for

processing Government data. Non-standard systenms may lead to waste or abuse of
AFRTS resources and jeopardi ze standardi zation efforts. AFRTS activities shall

be authorized to procure standard AFRTS hardware and software systens only.
AFIS shal| designate standard AFRTS systens. Utilization of privately owned
smal | conputers nay al so present problens when expendabl e supplies are needed.
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13-103 Installation and Acceptance

1. Large conputer systens require tenperature and humdity controlled
environnents with air filtration systenms to elimnate dust and other contam -
nants. They require conplex power line filtering equipment and should not be
used in carpeted rooms if they are to operate reliably. Fortunately, small
conputers are not as denmanding. However, there are certain considerations in
the choice of location that will have a direct effect on the conputer’s opera-
tion and reliability. This section addresses those considerations.

2. Mst small conputers will operate in any office environment. [If the
environment is confortable for people, the small conputers will generally
operate with no special problems. El ectrical connections should be made via
el ectrical “spike” filtering devices whenever available. If direct sunlight is
allowed to strike diskettes for an extended period of time, physical damage may
occur.

a. A small conputer systemcan be expected toservewel|l if allowed
50 square feet of floor space. Frequently |ess space wll be avail able,
necessitating special furniture, security and adm nistration requirenents.

b. To insure equipnent accountability and security, a location
shoul d be chosen that restricts access to the snmall conputer. In addition,
data and software held on diskettes and other nenory devices is subject to
pil ferage and vandalism and nust be secured appropriately.

3. The IRM or designated representative shall be present for packing
and/ or unpacking of all small conputer resources. The IRM shall notify all
concerned (Broadcasting Service, AFIS, etc.) as appropriate of dispatch or
recei pt of small conputer resources. Notification shall normally be via
routine message traffic, within one duty clay of dispatch and/or receipt.

a. Message reports should indicate:
(1) Reason for report.
(2) Conplete description of items including serial nunber.
(3) Discrepanci es.

(4) Shipper nethod and/or tracking data (e.g. Transportation
Control Nunber).

4. Warranties for small conputer resources are specified in purchase
contracts. The IRM is required to fully understand warranties and conply wth
any requirenents by the manufacturer to ensure coverage. Returning the warran-
ty registration formand/or card is an especially inportant part of the
requi renent.

5. Any stray electrical charge contacting the system may erase files or
ot herwi se destroy operating systens, software and hardware. Systens should be
di sconnected from power sources during electrical storns.
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6. Dust particles can damage a small conputer or cause erratic opera-
tion of the system Plastic covers that generate static electricity should be
avoi ded.

13-104 Security

1. Small conputers, conponents, peripherals and supplies are vul nerable
to pilferage. Proper managenment of access controls and data storage is essen-
tial to data integrity and security. Security policies call for certain
mniml |evels of protection (e.g., TEMPEST, |abeling, nmenory clearance, etc.)
for classified functions. Sensitive information includes classified inforna-
tion, personal information subject to the Privacy Act of 1974, source selection
sensitive information, etc. Requirenents for the protection of information
shall be in accordance with DoD Directive 5200.28 (reference (j)) and DoD
Directive 5400.11 (reference (k)). In addition, users are encouraged to
consult appropriate security and privacy protection organi zati ons when such
processing is involved. Physical security and good supply discipline nust be
ensured.

2. Processing classified information on any small conputer systemin
AFRTS is prohibited. Special construction and testing is normally required to
achi eve a TEMPEST aut horization. Processing or storage of classified inform-
tion on an AFRTS small conputer system should be addressed at the |ocal |evel
as a security violation.

3. All users nust safeguard systens of records with personal data
(e.g., social security nunber, home address, etc.) in accordance with pertinent
Service regulations. Storage nedia and printed materials must be clearly
marked if they contain Privacy Act information. Cenerally, magnetic nedia
i ncluding fixed discs nust be afforded the sanme security required for paper
containing the sane information. Systens accessible by renote sites are
especially vulnerable. Sensitive information nmust be renoved fromthese
systens when not under inmmediate control of authorized personnel.

4. Use of these assets for personal use, other than inprovenent of
skills that enhance professional conpetence, is prohibited. |In any case,
computers shall not be used for games, generating docunments for off-duty
education courses, tracking sports pools, raffles, or other such activities.
These resources may be used in conjunction with courses associated with approv-
ed official education courses on a non-interference with m ssion basis.

5. The IRM shall discuss the potential for fraud, waste, or abuse of
smal | conmputers with every user on an annual basis or nore frequently if
necessary. An outline of the discussion shall be certified by the IRM, users,
and senior managenment. This docunentation is maintained as an indication of
managenment effectiveness.

13-105 Mui nt enance

1. When a system nmalfunctions, it is the responsibility of the user,
with the aid of the IRM if required, to attenpt initial fault isolation.
Appropriate nmaintenance forns should be used to report malfunctions to the
mai nt enance activity, the sane as for any other piece of Dbroadcast equipnent.
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2. Actual repair, if needed, shall be via established manufacturer
channel s for equi pnent under warranty. [If no warranty exists, the organization
mai nt enance chief shall provide assistance and coordinate repairs. |f specia
coordination with the manufacturer is required, the AFRTS IRM shall provide

assi st ance.
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